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RECLAIM THE
ADVANTAGE

Stop Advanced Threats Faster
with Cloud-Native Network
Detection & Response

840/ ExtraHop is on a mission to stop advanced threats with security that can’'t be undermined,

(o) outsmarted, or compromised. Our Reveal(x) 360 platform helps organizations detect and

Reduction in time respond to advanced threats-before they can compromise your business. We apply cloud-scale

to threat resolution Al to petabytes of traffic per day, performing line-rate decryption and behavioral analysis across
all infrastructure, workloads, and data-in-flight. With complete visibility from ExtraHop,

$63O K organizations can detect malicious behavior, hunt advanced threats, and forensically investigate
any incident with confidence.

Reduced cost of
third-party solutions

ELIMINATE BLIND SPOTS WITH COMPLETE COVERAGE
Automatically discover and classify every asset in your enterprise. ExtraHop Reveal(x) 360

0/

1 65 (0] monitors all communications, connections, applications, users, and dependencies for
Return on investment complete visibility of everything that matters to your business.
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DETECT THREATS OTHER TOOLS MISS

With advanced machine learning and artificial intelligence, quickly identify threats and
anomalies based on behavior, with high fidelity. Real-time SSL/TLS decryption spots
attackers hiding in seemingly legitimate traffic.

RESPOND 84% FASTER

Validate, triage, investigate, and establish root cause in hours instead of days. Intelligent
workflows take you from detection to forensics in a single click, while response automations
help you stop threats in their tracks.

Total Economic Impact™ of ExtraHop Reveal(x), Forrester Consulting




NAVIGATING A POST-COMPROMISE WORLD

Cloud adoption, hybrid remote workforces, and exponential increases in device
connectivity have rapidly expanded the enterprise attack surface. Nation-states,
cybercriminals, and even insiders are taking full advantage of what you can't see.

70% DARKSPACE

Attackers bypass defenses and have free rein

67% ENCRYPTED TRAFFIC
Malicious traffic is often encrypted

o
a 56 DAYS OF DWELL TIME
Median before attackers are found

*@" 72% DESTRUCTION OF LOGS
YWY Attackers easily cover their tracks

meterpreter > run clearlogs

Clearing event logs, this will leave an event 517
[*] Clearing the security Event log

[*] Clearing the system Event log

[*] Clearing the application Event log

[*] Clearing the directory Event log

[*] Clearing the dns server Event log

[*] Clearing the file replication service Event log
ALl Clear! You are a Ninja!

meterpreter >

FEWER ACRONYMS, BETTER SECURITY

ExtraHop Reveal(x) 360 provides detection and response across the entire attack surface to
defend against advanced threats, reduce tool sprawl, and increase efficiency across teams.

Get Complete Coverage Detect Threats Other Tools Miss Respond Faster
Network detection and response finds Intrusion Detection identifies CVE Network forensics and packet capture
malicious activity and allows SOC exploits, detects protocol abuse, and let security teams investigate breaches

teams to hunt down threats fast. spots unknown threats. and get to ground truth.



THE EXTRAHOPDIFFERENCE

Unlike logs, which can be erased, or
agents, which can be disabled, ExtraHop
Reveal(x) 360 passively observes
everything on the network and instantly
detects malicious activity like lateral
movement, command and control, and
privilege escalation. We expose the
anomalous behavior happening inside of
your environment and give you the
evidence you need to investigate and
remediate it fast—before it can
compromise your business.
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Cloud-Delivered Intelligence
Zero-overhead SaaS platform
continiously updates to address
emerging threats.
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Unmatched Enterprise Scale
Cloud-scale Al, line-rate decryption
and unified management across the
attack surface.

INNOVATING ATTHE FOREFRONT
OF A GROWTH MARKET

Cloud Access Security Brokers Software

Network Detection & Response

Threat Intelligence Software

16%

SIEM Software

10%

NDR Leads in Security

Second fastest growing market in security

Gartner, Information Security and Risk Management,
Worldwide, 2018-2024, 3Q20 Update

33%

21%
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ML Service

Covert, Out-of-band

. Insights
Control Plane _*

Reveal(x) 360

&

World-Class SOC UX

Powerful workflow delivers complete
visibility, real-time detection, and
automated response.

158%

52%
39%

DarkTrace
ExtraHop

Cisco

ExtraHop Leads in NDR
Outpaced all players in CAGR

Gartner, Market Share Analysis: Enterprise Network Equipment,
Worldwide, 2020
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Unparalleled visibility and detection through machine The most advanced networking/security technology in
learning. A security must-have. the game of IT thus far!

RETAIL HEALTHCARE

2. 0.0.8.8 ¢ 0. 0.6.0.6 ¢

The tool has allowed us to assess the connectivity of all ExtraHop Reveal(X): Providing Breadth And Depth Of
our applications and help speed our migrations to AWS. Vision Into Network Traffic.

FINANCIAL SERVICES INFRASTRUCTURE AND OPERATIONS

1

We saved “multiple millions 165%

Of dollars” thanks to Return on investment (ROI)
add@onal risk mitigation <3 months
DFOVIde by Reveal(x). Payback initial investment

HEALTHCARE

Total Economic Impact™ of ExtraHop Reveal(x), Forrester Consulting

Certifications Industry Recognition
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ABOUT EXTRAHOP NETWORKS “«@ ExtraHop

Cyberattackers have the advantage. ExtraHop is on a mission to help you take it back with security that
can't be undermined, outsmarted, or compromised. Our dynamic cyber defense platform, Reveal(x) 360,
helps organizations detect and respond to advanced threats—before they compromise your business.
We apply cloud-scale Al to petabytes of traffic per day, performing line-rate decryption and behavioral
analysis across all infrastructure, workloads, and data-in-flight. With complete visibility from ExtraHop,
enterprises can detect malicious behavior, hunt advanced threats, and forensically investigate any
incident with confidence. ExtraHop has been recognized as a market leader in network detection and
response by IDC, Gartner, Forbes, SC Media, and numerous others.

info@extrahop.com
www.extrahop.com

When you don’t have to choose between protecting your business and moving it forward, that’s
security uncompromised. Learn more at www.extrahop.com.



