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Executive Summary  

The concept of a network being fully enclosed within a building, and therefore easier 
to defend is gone. Recent trends in cloud computing, BYOD, IoT and remote work 
have forced organizations to rapidly adjust their security strategies to accommodate 
the new threat landscape. External attacks and malicious insider threats emerge one 
after another, and traditional security perimeters fail to fulfil the urgent need for 
comprehensive network security.   

With remote work comes a string of considerations that require security professionals 
to change their approach towards perimeter-based security models. Everyone within 
the corporate perimeter is trusted by default in a castle-and-moat approach. 
Therefore, once the attacker gains access to the network, they are free to move 
around the network, initiate ransomware attacks, and exfiltrate sensitive data onto 
their systems. This is where Zero Trust emerges in context. The Zero Trust security 
model considers all resources as mistrusted irrespective of the location. All inbound 
traffic and systems undergo strict authentication before access is granted. In a Zero 
Trust security model, the fundamental basis of "trust" is based on fine-grained access 
control and contextual authentication.   

NIST, the National Institute of Standards and Technology, is among the most widely 
recognized federal agencies for cybersecurity guidance. NIST's Special Publication 
800-57 provides organizations with a detailed blueprint for the implementation of Zero 
Trust architecture to tackle organizational security risks. Zero Trust is a journey 
involving assessing, planning, and constructing the new generation network security 
architecture step by step. This whitepaper provides an overview of the fundamentals 
of Zero Trust and the components of migration methodology. It discusses the 
deployment scenarios of Zero Trust in detail, where risk-based adaptive 
authentication and policy-driven algorithm optimizations are crucial constituents to 
reduce implicit trust zones. 

What is Causing the Perimeter to Vanish?  

As the organizational network expands, the number of devices located outside the 
perimeter increases. Organizations are increasingly migrating to the cloud and 
adopting software-as-a-service (SaaS) products for business continuity, cost 
efficiencies and digital transformation initiatives, making it extremely difficult to 
manage endpoint security and monitor all user activity. The network perimeter 
protected the on-premise data centers and corporate resources, which are now easily 
accessible through unmonitored private networks. Hybrid data models where data is 
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stored on-premises partially and partially on the cloud makes it difficult to enforce 
access controls around the network boundary. The rise in the number of IoT devices 
has resulted in poor security management.   

Challenges Associated with Perimeter-Based Security Models  

● The insider risk:  When an insider is planning a malicious activity, there isn't 
any need for intruding on the trusted network. The traditional perimeter-based 
model is not sufficient to deal with this type of risk. Insider threats are difficult 
to defend as they have an added advantage as they are familiar with the 
organization's security structure. The level of visibility and granular control 
required to mitigate insider threats cannot be fulfilled through traditional 
methods. 

● Policy gaps:  Certain business-critical data gets stored in two different systems 
using different levels of access policies, and such instances often get unnoticed 
by security teams. External attackers exploit these gaps between different 
policies or enforcement that apply to the same asset. They leverage outdated 
policies or flawed authentication methods to break the perimeter. 

● Vulnerable Endpoints: Vulnerable endpoints or software that contains 
security flaws can be exploited by attackers. Endpoints should be monitored 
and updated regularly. Every device connected to a private network can be a 
potential access point for attackers to execute code and exploit vulnerabilities. 
These access points are sometimes used to gain access to business-critical 
resources or hold hostage and steal sensitive information. This can be a 
security headache for the enterprise. 

● Dynamic Workloads: Most workloads are now either deployed on virtual 
machines or container models, or cloud platform. Hybrid cloud models allow 
workloads to be on either side of the network boundary while allowing them to 
move around dynamically between on-premise and cloud data centers. In such 
cases, obtaining visibility over workloads and creating relevant access policies 
while using the traditional network perimeter model can be challenging. 

State of Cybersecurity in 2021  

The onset of the pandemic has brought several changes in the identity and access 
management landscape. Cyberattacks and data breaches were reported almost daily. 
More than 445 million cyberattacks were reported in 2020, double the number of 
attacks in 2019. With employees being forced to work from home using their personal 
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devices to access enterprise resources, the network perimeter disappeared. This 
gave rise to vulnerabilities and bad actors taking advantage of remote employees and 
their poor cyber-hygiene. Sharing business-critical information over networks that are 
not secured by security protocols such as SSL and TLS posed a major risk for attacks.   

22% of the data breaches in 2020 were reported due to phishing attacks. Covid-
themed attacks forced employees to provide their corporate credentials to log in to 
websites spoofed by cybercriminals. To make resources available for remote 
employees, organizations had to migrate a portion of their workloads to the cloud. 
Cloud computing has its set of challenges and security issues.   

Cybersecurity Trends to Follow in 2021  

Remote work is here to stay. It is expected that the effect of the pandemic on 
cybersecurity in 2020 will continue well into 2021. This demands increased measures 
in protecting organizational data. The following trends in cybersecurity will have a 
prominent impact on the state of cybersecurity in 2021:  

● Cloud adoption: Cloud adoption offers many advantages, such as scalability, 
flexibility, and cost-efficiency. However, it brings various potential risks due to 
limited visibility over resources and lack of auditing. Additionally, organizations 
lack trained security professionals who can handle, cloud computing 
complexities such as poor access management, DDoS attacks, and related 
security risks. The global public cloud infrastructure market will grow 35 percent 
to $120 billion in 2021. 

● Accelerating digitization: Enterprises have been on the digitization journey 
much before the pandemic hit, and it is expected to rise further in 2021.  To 
ensure business continuity and maintain seamless operations, organizations 
began to adopt collaboration tools, increase their network capacities and 
dynamically scale up their IT resources. 

● Cost of data breaches vs Security Spending: The cost of data breaches are 
expected to increase in 2021. IBM mentions that the average cost of a data 
breach was $3.29 million in 2020 and is set to increase further. Cybersecurity 
Ventures predicts that cybercrime will cost the global economy $6 trillion in 
2021 and is expected to increase by 15% over the next five years, taking the 
cost to about $10.5 trillion by 2025. To avoid this additional hit on the global 
economy, organizations should prevent a security threat than bearing the cost 
of recovery. The global cost of security spending is expected to hit $170.4 billion 
by 2022, much lesser than the cost predicted for data breaches. 



 
 
 

© [2021] Presidio, Inc. All rights reserved.  

● Types of attacks: In an ever-evolving threat landscape, the most dangerous 
cyberattack vectors to be watched out for in 2021 are as follows: 

⁃  Insider threats - Insider threats are authorized users posing a risk to the 
organization intentionally or unintentionally by indulging in malicious activities. 
This type of threat is expected to increase exponentially in 2021. 

⁃  Synthetic identity frauds - A type of identity theft in which the attacker creates 
a new identity by combining real and fake information. Synthetic identity 
frauds account for 10-15% of lender's losses in the United States every year. 

⁃  Privilege access credential abuse - User accounts with more access privileges 
than normal user accounts are known as privileged accounts. These accounts 
are targeted and abused for malicious activities. According to Forbes, 74% of 
data breaches take place due to privileged access credential abuse. 

● Growing cybersecurity technologies: The tremendous increase in 
cyberattacks has led organizations to adopt a comprehensive security model 
that can respond to the pandemic's challenges. Adopting security solutions 
such as Zero Trust and CARTA is on the rise as organizations begin to comply 
with Zero Trust principles such as privilege access, multi-factor authentication, 
micro-segmentation, and security analytics. The global Zero Trust market is set 
to grow by 20% and reach $38.6 billion by 2024. 

The Solution is Zero Trust  

Organizations worldwide are embracing digital transformation to ensure business 
continuity, and most times, security is neglected. Cybercrime is now highly 
organized, and bad actors are sophisticated enough to deploy APTs and move 
about laterally within an organization's network. Traditional approaches are failing to 
protect organizations in the new normal of remote work and industry-wide cloud 
adoption.  Securing modern enterprises from today's threat landscape which aligns 
with the cloud environment, requires a shared responsibility model.   

A Zero Trust model can span this cybersecurity need by deploying security controls 
that assume that the network is already compromised. Most businesses' network 
perimeter security and visibility solutions to keep attackers out are no longer 
practical or robust enough. The concept of implicit trust is no longer effective, and 
depending on basic IAM solutions, is no longer practical. Zero Trust employs the 
least-privilege principle and strong authentication methods that enforce access 
controls and offer the network's granular visibility.  
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A well-executed Zero Trust strategy is based on the principle of access, limit and 
monitor. By enabling organizations to more precisely manage identities and monitor 
user activity, especially those with elevated privileges, Zero Trust acts as the 
overarching system of organization's security framework.   

With Wi-Fi router not configured for WPA-2 and IoT devices eavesdropping, remote 
workforce brings significant cyber risks. Productivity and security of employees 
working remotely can no longer be ensured — or controlled. Enterprise-owned 
devices are traditionally managed, patched, and kept up to date with security tools 
and policies. Even if Zero Trust security can't force employees working at home to 
maintain basic cyber-hygiene, it can prevent a security breach because it 
fundamentally enforces access controls at every segment within the network.   

The only solution to this complex cyber threat landscape is the new-generation Zero 
Trust security framework which offers granular visibility and continuous monitoring of 
the network, establishes trust that is dynamic and contextual risk-based, and grants 
access requests only if certain access policy parameters are met.  

Brief History of Zero Trust  

The development of Zero Trust has shown strong consistency and prominence in 
the last decade. The core idea of Zero lies in de-perimeterization, which Jericho 
Forum first introduced in 2003. Jericho Forum's works evolved into a concept that is 
now known as Zero Trust, a term coined by Forrester analyst John Kindervag. The 
Zero Trust security model's fundamental principle says all devices, users, and 
network traffic should be considered untrusted by default. The network should be 
micro-segmented to prevent the lateral movement of attackers.   

With the rise in digital transformation and spread in IT mobility, our equation with 
data has evolved. This change in the way we interact with the network has led to the 
blurring of the perimeter. Zero Trust architecture uses identity as a key component 
for authentication. When subjects request access to enterprise resources, they 
undergo policy-driven strict authentication methods based on identity and assigned 
attributes.   

The need to secure data centers, applications, and workloads from advanced 
threats is based on the premise that data resides outside the network. Micro-
segmentation drives proactive security by reducing the attack surface to a minimum 
while enforcing visibility and access controls to isolated segments. In this approach, 
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individuals or groups of resources are placed on a unique network segment 
protected by a gateway security component.  

Gartner's CARTA takes Zero Trust further by introducing continuous adaptation 
beyond basic allow or deny models to provide contextually relevant access. With 
context as king, CARTA's additional security measures reduce breach risk and 
improve containment if a hacker gains access to the network.  

The continuous improvement of Zero Trust in theory and practice has gone beyond 
micro-segmentation, software-defined perimeter, and evolved into adaptive identity-
based security solutions.  

Tenets and Logical Components of Zero Trust  

A ZTA is designed and deployed with the following principles in mind:  

● All data sources and computing services of an enterprise are considered 
resources. The enterprise may classify personally owned assets as 
enterprise-owned resources if they are used to access enterprise data and 
network. 

● All communication should be verified and authenticated regardless of the 
network location. Subjects will not be trusted by default while requesting 
access to the enterprise network solely because they reside within the 
enterprise network perimeter. 

● Access to individual enterprise resources should be granted based on least-
privilege and just-in-time provisioning. This is to ensure that privileges 
associated with a particular user account are used inappropriately or 
fraudulently, either maliciously, accidentally or through willful ignorance of 
policies.  

● Access rules to resources are based on dynamic policies created by defining 
the observable state of user identity, device characteristics, behavioural 
attributes and environmental attributes. Least-privilege principles are applied 
to enforce granular visibility and prevent privilege abuse. 

● Every enterprise-owned and associated assets are monitored by the 
enterprise while evaluating a resource request to ensure proactive security. 
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● Continuous monitoring of trust in ongoing sessions and resources is 
performed through strict authentication and authorization based on dynamic 
policies before access is allowed. 

● Enterprise collects data to gain insights on the current state of assets, 
network communications and access requests and uses it to improve its 
security posture. 

ZTA Logical Components  

Numerous logical components form a Zero Trust security model in an enterprise. 
This is an ideal model and may be operated as an on-premises service or through a 
cloud-based service. The core components include:  

● Policy engine (PE): This component handles granting or denying access to 
a resource for a given subject by using enterprise policies. By using inputs 
from external sources, the policy engine takes decisions related to access 
requests. The policy engine is paired with the policy administrator, which 
executes the policy engine's decision. 

● Policy administrator (PA): This component is responsible for establishing or 
barring the communication path between a subject and resource. It generates 
a one-time session authentication, and the subject is provided with an 
authentication token to access the resource. Upon successful authentication, 
the policy administrator configures the policy enforcement point to begin the 
session. The policy administrator communicates with the policy engine on the 
control plane. 

● Policy enforcement point (PEP): This component is responsible for 
enabling, monitoring and terminating connections between a subject and 
enterprise resource. The policy enforcement point coordinates with the policy 
administrator and obtains information on access requests and associated 
policies to establish or revoke "trust" between the client and resource.  
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The policy enforcement point coordinates with the policy administrator and obtains 
information on access requests and associated policies to establish or revoke 
"trust" between the client and resource. data sources include:  

● Continuous diagnostics and mitigation (CDM) system: The CDM system 
provides the policy engine information on the enterprise asset's current state 
making the access request. It gathers information on the software 
configurations, updates or whether the asset has any vulnerabilities. It is also 
responsible for identifying and enforcing policy rules for personal devices 
accessing the corporate network. 

● Industry compliance system: This component ensures that the enterprise 
abides by all policy rules to remain compliant. 

● Threat intelligence feed: This component gathers information from internal 
and external sources and feeds them to the policy engine to help make 
access decisions. It also keeps the policy engine updated about newly 
discovered vulnerabilities, malware, and security flaws in enterprise assets. 

● Network and system activity logs: This component collects feedback on 
network traffic, resource access requests and other events that provide real-
time information about the organization's security posture. 

● Data access policies: These set of rules determine access privileges for 
accounts, applications in the enterprise. These policies are encoded in the 
policy engine and help take access decisions. 
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● Enterprise public key infrastructure (PKI): This system generates and logs 
certificates that the enterprise issues to resources, subjects, services and 
applications. 

● ID management system: This component is responsible for creating, storing 
and managing the enterprise user accounts and identity records include 
subject information, enterprise characteristics and assigned assets. 

● Security information and event management (SIEM) system: This system 
gathers and analyses information related to the enterprise's security posture 
and uses this information to update policies. 

Trust Algorithm  

NIST draws an analogy between the policy engine and trust algorithm, referring to 
them as the brain and thought process of the Zero Trust architecture, respectively. 
The process used by the policy engine to take input from multiple data sources to 
grant or deny access to a resource is known as the trust algorithm. The process can 
be further broadened into categories, as shown in the figure.  

 
● Access request: When a subject requests a resource, the policy engine 

uses the subject's information and the resource to decide access to the 
assets. 

● Subject database: This section contains the set of the subjects and their 
attributes or privileges assigned. The access policies for resources are built 
around the subjects and their attributes of identity. 
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● Asset database ( and observable status): This database contains the 
status of enterprise-owned and BYOD devices. When a subject requests 
access to an asset, the observable state (OS version, location, patch level) of 
the asset is compared with this database. Finally, the access decision is 
made. 

● Resource requirements: These are the minimum defining requirements that 
demand to be fulfilled to gain access to the resource. This set of requirement 
policies include authenticator assurance levels, data sensitivity and asset 
configuration requests. 

● Threat intelligence: This component feeds information to the policy engine 
about various threats and vulnerabilities. 

The enterprise configures the trust algorithm based on the importance of the data 
source to the enterprise. Based on the trust algorithm input, the policy engine takes 
the access decision and passes it on to the policy administrator for execution. The 
policy administrator prompts the necessary policy enforcement points to establish 
trust and initiate a communication path.  The policy administrator monitors the 
session and makes sure it aligns with the set policy requirements. On the occasion 
where the communication fails to comply with the policies, the policy administrator 
may issue commands to terminate the connection.  
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Trust Algorithm Variations  

The different ways in which a trust algorithm is implemented depends on the factors 
set by the enterprise. These factors are not dependent on each other and, in many 
instances, coexist within algorithms. The two major factors that are used to 
differentiate between the algorithms are criteria-vs-score and singular-vs-contextual.   

 Criteria-based TA   Score-based TA  

A set of attributes configured by the 
enterprise and individually configured for 
every resource. This set of criterion must 
be met before an action is granted or 
denied.   

The enterprise configures values for every 
data source. If the score exceeds the 
threshold value for the resource, access is 
granted. Else, access is denied, or 
privileges are reduced.  

Singular TA   Contextual TA  

In this process, every request is handled 
individually without taking the subject's 
history into consideration. Even though this 
evaluation requires minimal time, threats 
might go unnoticed in the process.  

This process takes the subject's past and 
present information while making access 
decisions. The policy engine analyses the 
user behaviour, and any deviation could 
trigger a security alert.  

The strength of an enterprise's security infrastructure depends on the trust algorithm. 
Considering the severity in cyberattacks and identity thefts, it is advisable to have a 
contextual trust algorithm. A contextual trust algorithm is advanced and can prevent 
breaches by spotting an anomaly even before an attack happens.    

Deployment Scenarios and Use Cases  

Most organizations do not realize that they have elements of Zero Trust in their 
security infrastructure. The Zero Trust architecture depends on the deployment 
scenarios and use cases. Enterprise use cases which operate on a combination of 
perimeter-based and Zero Trust architecture infrastructures are discussed below.  

● Enterprise with satellite facilities: For an enterprise with a single 
headquarters and few geographically dispersed locations that are not 
connected via the enterprise's private network connection, the policy engine 
and/or policy administrator is hosted as a cloud service. This ensures that 
remote employees are still able to access enterprise-owned resources. 
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Multi-cloud/cloud-to-cloud enterprise: An enterprise utilizing multiple cloud 
providers has a local network but uses multiple cloud service providers to host 
applications and data. In this use case, the policy enforcement points are placed at 
each application/service and data source's access points. The policy engine and 
policy administrator are located in either the same cloud provider or in another one. 
This allows the enterprise IT admins to access policy enforcement points.   
 

 



 

© [2021] Presidio, Inc. All rights reserved.  

● Enterprise with contracted services and/or non-employee access: For 
enterprises that hire contractual services to perform designated tasks need 
only limited access to enterprise resources. They can have access to the 
internet but not to enterprise resources. In this use case, the policy engines 
and policy administrators are hosted as a cloud service or on the local 
network. The policy administrators ensure that enterprise assets have access 
to resources via a portal, whereas non-enterprise assets are denied access. 

● Collaboration across enterprise boundaries: In such instances where two 
enterprises work on the same project, the employees of both organizations 
need access to each other's enterprise resources. Access control can be 
enforced by enrolling both the organizations under a federated ID 
management system or by hosting the policy administrator and policy engine 
as a cloud service. 
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● Enterprise with public-or customer-facing services: In this case, 
enterprises may or may not include registration for users with a set of login 
credentials. If the access request does not require authentication, then the 
enterprise possesses no control over the assets. However, for registered 
users, enterprises may set access policies that need to be followed to gain 
access to the public-facing resource. 

Migration Methodology  

The enterprise decides on the migration strategy depending on its current 
cybersecurity posture. After a thorough survey of enterprise assets, subjects and 
business processes, the enterprise decides if it is ready to migrate to a Zero Trust 
environment. Mentioned below are two main types of migration methods:  

● Pure Zero Trust architecture: Implementing a pure Zero Trust architecture is 
easier when built on a clean slate. The enterprise needs to have complete 
information about its resources and infrastructure to align the tenets of Zero 
Trust accordingly. The enterprise has to identify the workflows and then map 
their transaction flows. The Zero Trust journey begins by practicing the 
principles, building the infrastructure, and including components required for the 
enterprise's secure operation. 

● Hybrid ZTA and perimeter-based architecture: It is incredibly difficult for mid-
to-large-sized enterprises to migrate to a Zero Trust model by outright 
replacement of workstations and IT equipment. Initially, Zero Trust architecture 
workflow coexist with non-Zero Trust architecture workflows, and the migration 
takes place one business process at a time. However, the important security 
elements such as ID and device management, logging and monitoring user 
activities should operate in a Zero Trust architecture. Migrating to a Zero Trust 
architecture is not an overnight assignment and requires partial re-engineering. 

Steps to Building a Zero Trust for a Perimeter-Based Network  

For an organization looking to deploy Zero Trust, a survey of assets, subjects, data 
flows, and workflows is a good place to start. This will provide enterprises with detailed 
information on the current state of assets before introducing any new business 
processes. The implementation of ZTA can be broken down into several steps:  
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● Identify enterprise subjects: The policy engine must possess knowledge 
regarding all enterprise subjects, especially privileged users. The architecture 
is built in an inclusive way to provide IT administrators the flexibility to perform 
business-critical tasks. 

● Identify enterprise-owned assets: The key component of ZTA requires 
identifying and monitoring both enterprise-owned and non-enterprise-owned 
devices on the enterprise network. Hardware components, virtual assets and 
BYOD assets are continuously logged and monitored to ensure that the policy 
engine has detailed information while making resource access decisions. 

● Identify key processes: The enterprise identifies and ranks business 
processes as perceived by their importance.  Low-risk business processes are 
transitioned during the initial migration, whereas mission-critical processes are 
migrated later. In a perimeter-based architecture, it is often difficult to make 
enterprise resources available to remote employees. In such cases, 
transitioning cloud-based resources to Zero Trust architecture benefits remote 
employees in availability and security. The policy enforcement points ensure 
that all subject requests follow access policies to gain access to resources. 

● Creating policies for the Zero Trust environment: The enterprise identifies 
the value of subjects, workflows, and business processes based on the risk 
associated. After this point, the IT administrators determine which trust 
algorithm variation to follow to ensure that all enterprise policies are extensive 
and effective. 

● Identify solutions: The enterprise architects decide on the deployment model 
and the solution components based on key business processes and their 
valuation. 

● Initial deployment and monitoring: During the initial deployment, the Zero 
Trust model can operate in a reporting-only mode to ensure that the key process 
and related policies are operative and comprehensive. In this mode, access is 
granted for most requests, and these sessions are logged and continuously 
monitored to detect the baseline patterns for the workflows. With a substantial 
understanding of the baseline behaviour of every asset and subjects of the 
enterprise, it is easier for security teams to spot an anomaly and prevent 
attacks. 
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● Expanding the Zero Trust architecture: Once the enterprise enters a steady 
operational phase, it can expand the architecture by including new devices, 
changes in network infrastructure and replacement of legacy systems. 
However, network, subjects and assets are still monitored, and policies are 
refined to improve the model's efficiency. 

Shortcomings of the Zero Trust Security Model  

Enterprises can reduce the overall risk of cyberattacks by properly implementing the 
Zero Trust security model and maintaining the architecture by continuously monitoring 
the Zero Trust environment. Eliminating cybersecurity risk entirely is a far-fetched 
expectation. The Zero Trust security model has additional challenges, and 
organizations need to learn to overcome them. While customizing the Zero Trust 
architecture in a piecemeal approach, legacy solutions can create policy gaps that bad 
actors use as loopholes to control the network.   

Cybersecurity professionals must be extensively trained to configure and monitor the 
policy engine and policy administrator properly because these components are 
responsible for making access decisions. Any changes in these components' 
configuration must be logged and audited to ensure that the decision-making process 
is flawless. Enterprise resources cannot interact with each other without the policy 
administrator's approval. DoS attacks often block the communication path or traffic to 
policy enforcement points from many users to disrupt the enterprise operations.  

Enterprises that have security analytic solutions to monitor and analyze the network 
traffic store the metadata for forensics and build contextual policies. This data 
becomes a target for attackers as gaining insights into the enterprise architecture can 
be a great advantage for further attacks. Zero Trust architecture is heavily dependent 
on artificial intelligence and other software-based agents to improve the enterprise's 
security posture. However, authenticating these components is an underlying issue. 
An attacker could gain access to a software agent's credentials and launch a botnet 
attack to infect other systems.  
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Conclusion  

In the current scenario, Zero Trust is the most comprehensive approach to tackle the 
perimeter-based security architecture. The key principle of Zero Trust is based on the 
concept that no user, device or application/services will be trusted by default, 
irrespective of its location. This technology is expected to have widespread adoption 
in the current year as it accommodates the security principles required to combat the 
increasing number of sophisticated attacks. All these components must be 
contextually authenticated on a continual basis to ensure that all diversions in 
behavioural patterns are spotted before a breach happens. Zero Trust fulfills the 
demands of a unified remote working experience through hyper-converged technology 
and infrastructure. Looking past a pandemic-forced remote work towards a hybrid 
workplace, the "built-in security" Zero Trust is a must-have project in 2021.  
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