
–––
DELIVERABLE
Presidio will create a custom vision document that will
highlight areas for improvement and options for the next 
steps to improve posture. This vision document recaps the 
current state and needs to be based on the findings of the 
workshop. It will outline at least three initiatives using 
SMART goals that the organization should take along with 
a proposed plan, reference architecture (if needed), and 
a list of deliverables agreed to in the workshop.

–––
KEY BENEFITS
◆ A common ground for ransomware recovery

◆ A list of industry best practices that can be 
customized to meet the needs of any organization 

◆ A complementary guideline for an organization's 
existing data recovery and risk management strategy 

◆ A risk-based approach to identifying
ransomware vulnerabilities

◆ A systematic way to prioritize and communicate 
costeffective improvement activities 
among stakeholders

◆ A frame of reference on how an organization views
managing data recovery risks

–––
RANSOMWARE WORKSHOP SERVICE
Data Center and Cybersecurity experts from Presidio will
lead a high-level discussion using industry best practices.
We bring the stakeholders from multiple teams to 
discuss your organization’s cybersecurity, data center, and 
recovery posture. We will lead a discussion to interview 
your team in a group setting. Our experts will help to
find the gaps in your ransomware recovery capabilities. 
We will document our findings and create a vision 
document that provides proposals to improve your 
cyber recovery resilience.

–––
RANSOMWARE FACTS

reported experiencing a disruptive event in 
the last 12 months (up from 76% in 2018).

- Data Protection Index 2020  

World Economic Forum Global Risks Report 2019 ranks
cyberattacks among the top five global risks.

- World Economic Forum

increase in downtime costs from 2018 to 2019; 
it is taking organizations longer to recover from 
disruptive events.

- Data Protection Index 2020

lack confidence that they will be able to recover 
all their data following a cyberattack.

- Data Protection Index 2020

of all ransomware incidents the attackers will 
delay encrypting their victims' systems to steal 
Domain Admin credentials. 

- FireEye
For more information contact your account 
executive or cybersecurity representative

www.presidio.com

RANSOMWARE WORKSHOP

Organizations need a more comprehensive approach to recovery from Ransomware. Today, many organizations believe 
they can successfully recover from Ransomware to discover that their backup data is compromised.

Cost: $0

Engagement Time: 2 - 4 Hours remote

Deliverable Time: 1-2 weeks 
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